Improved Integration of LOPA
with HAZOP Analyses

Dick Baum
Nancy Faulk
John Pérez, P.E.
Lloyd’s Register Celerity3, Inc.
d.baum@celerity3.com

ABSTRACT

Integrating Layer of Protection Analysis (LOPA) with Hazard and Operability
Analysis (HAZOP) has many advantages over performing these studies
separately. The merits include: fewer actions from the combined effort compared
to performing only a HAZOP; team continuity resulting from the combined effort
as opposed to two separate teams having possibly differing points of view; and,
ultimately, a time and cost savings realized by the combination. This integration
defines the risk associated with a given scenario, enabling better decisions which
impact business assurance.

By using the Center for Chemical Process Safety (CCPS) guidelines to define the
independent protection layers upfront, the gray areas can often be reduced or
eliminated; thereby enabling a more thorough LOPA. Examples include taking
credit if a unit has two independent operators (outside and inside) responding to
critical alarms, or taking credit for centralized control rooms which may allow
immediate operator interaction and response.

This article shows how the guidelines have been used successfully in joint
HAZOP/LOPA studies, and describes an initial preparation protocol that can
ensure high-quality results.
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INTRODUCTION

Process safety management (PSM) has been in place in many companies
around the world since 1992, after government mandates in Europe, the U.S,
and elsewhere came into effect. Recently, the Center for Chemical Process
Safety (CCPS) published guidelines for risk-based process safety (RBPS) as a
framework for the process industries to implement and maintain PSM activities
(1). These guidelines include twenty RBPS elements designed to improve
process safety and effectiveness, of which one element is Hazard ldentification
and Risk Analysis (HIRA). HIRA comprises all activities involved in addressing
the main risk questions of hazard, consequence and likelihood, and includes a
spectrum of tools; which tool is chosen depends on the level of complexity of the
scenario and may require multiple review processes. The following are done in
order, proceeding as far down the list as is necessary to provide sufficient
analysis without waste of resources:

1. The team initially performs simple hazard identification or qualitative risk
assessment, through hazard and operability analysis (HAZOP), what-
if/checklist analysis, or failure modes and effects analysis (FMEA).

2. If the scenario is too complex or the consequences too severe to rely
solely on the qualitative assessment, the team moves to semi-quantitative
risk analysis, utilizing layers of protection analysis (LOPA), or failure
modes, effects, and criticality analysis (FMECA).

3. The decision to proceed to a quantitative technique, such as fault tree
analysis or chemical process quantitative risk analysis (CPQRA), occurs,
e.g. when the team determines the scenario is too complex or critical to
rely on LOPA for risk assessment. It is estimated that 1% of scenarios
proceed to this stage (2).

The focus of this paper is the common practice of applying LOPA after an
unacceptable consequence of a credible scenario is identified in the HAZOP, and
will not consider any cause that requires a more rigorous quantitative technique.

HOW LOPA IS USED

LOPA is a semi-quantitative tool for understanding, through a rational, objective,
risk-based approach, how many safeguards are needed for a particular -incident
scenario, and subsequently for performing calculations to determine whether
existing protection is adequate. The CCPS responded to industry requests to
tabulate and present industry practice for LOPA, and published its landmark book
on the subject in 2001 (2). Since that time, LOPA has become a widely accepted
tool for risk analysis and for safety integrity level (SIL) assignment. The
guantitative calculation of risk is based on estimated frequency of potential
incidents and the probability of failure on demand (PFOD) of the protection layers



(2, 3). The steps are outlined in the literature, for those unfamiliar with the
procedure (2).

TIMING OF THE LOPA PROCESS

Early on in its utilization, the LOPA process was commonly viewed as an
independent study, to be facilitated at a later date than the HAZOP. Usually
separate teams performed the different analyses. For example, the LOPA team
might have consisted of a process engineer and the LOPA team leader, or even
a single analyst, in the case where the scenarios have been previously
determined by a hazard evaluation team; in other cases, a larger team or an
independent LOPA analyst reviewed the work (2, 4). This separation was thought
to be useful because of (5, 6):

e concern that teams would become burned out;

e unavailability of software that converted HAZOP cause/consequence into

a LOPA scenario;
e fear of inflating the cost of the proceedings; and
e prevention of biases from the HAZOP team.

It became apparent that many of these concerns were overstated (6, 7); in
addition, some problems arose because of the separation of the analyses. In
many instances, facilitators were discovering that the LOPA team members
wanted to recreate the HAZOP because they disagreed about the scenarios
which had been developed. Completed HAZOP study records cannot be
changed or modified without re-convening the original HAZOP team and
performing a review of the questionable scenarios. This requirement for a
HAZOP review has the potential to frustrate new LOPA members, if they
disagree with the previous results.

In contrast to the separate HAZOP/LOPA analyses discussed in the previous
paragraphs, some of the original companies performing LOPA began
incorporating it as part of their HAZOP sessions. Their positive experiences led
to discussions about the timing of the LOPA process; this evolved into an issue
discussed in the early CCPS book (2). Those authors suggested that LOPA
could be integrated with the HAZOP, or subsequent to the HAZOP, and either
process would be effective. From that point in time until now, there have been
lively discussions concerning this topic (5-8), with both sides asserting that their
methodology is superior. This paper shows how the guidelines have been used
successfully in past joint HAZOP/LOPA studies, and describes initial preparation
protocol that can ensure high-quality results.

RECENT TRENDS



In recent years, the trend of integrating LOPA with HAZOP has grown
substantially (6-8); those facilitators who were integrating the two analyses
identified many benefits:

e Expertise — HAZOP participants are usually process experts and at least
one LOPA expert; getting a similarly qualified group together at another
time is difficult and costly;

e Reduced time — Keeping the same team in play reduces time lost in
getting a new team up to speed on the systems involved. Even if the same
team is utilized, memories dim and some review and ramp-up time are
necessary;

e Ease of integration — Several software tools are now available, such as
PHA Pro (by Dyadem) and PHA Works (by Primatech), that maintain a
common database in order to link causes, consequences and safeguards;
and

e Cost savings — Estimates of up to 30% savings were noticed as much as
four years ago (7).

The process industries are requesting integrated LOPA with HAZOP in response
to these associated benefits. The data collected by the Risk Management
Services division of Lloyd’s Register Celerity3, for example, shows the following
trend in the percentage of clients requesting the integrated approach when
executing their HAZOPs:

e 2006 —10%

e 2007 — 25%

e 2008 — 80%

The dramatic rise is an indication of the widespread recognition that LOPA is a
growing trend, and that there are advantages in this integrated approach. What
follows is a discussion of ways facilities can enhance their success.

IMPROVED HAZOP WITH LOPA ANALYSES

This discussion will focus on three areas where experience shows the most
potential for improving the integrated LOPA with HAZOP process: management
decisions, training, and tracking changes.

(1) Management Decisions
Several key decisions must be made in advance of initiating the HIRA. LOPA is
usually applied to determine if the calculated risk from a scenario is within the
risk tolerance criteria or if the risk must be reduced. Thus, the first decision which
must be established is the choice of criteria protocol to use. The most commonly
used risk judgment protocols are: the use of a risk matrix; occasionally a
numerical criteria method; and rarely (generally not recommended) the use of
expert judgment (2).



This article assumes the use of the risk matrix, where each cell of the risk matrix
correlates to the degree of risk reduction required for a cause-consequence pair
in that cell, and is based on the consequence frequency and severity. The
number of cells is in turn based on the number of rows and columns
predetermined by management; will the matrix be a 4x4 or a 5x7? How many of
the cells will trigger LOPA, based on management’s tolerance of risk? Many
companies have found that once they establish the matrix and the trigger points,
the objectivity of the risk categories enables risk decisions to be made faster and
more consistently. Proper calibration of and establishment of the trigger points in
the risk matrix are vital to ensuring neither over- nor under-conservative
specification are made (8).

The next management policy decision is providing well-defined IPLs, or
Independent Protection Layers. An IPL is a device, system or action that is
capable of preventing a scenario from proceeding to its undesired consequence,
and must meet the following requirements (2):
e Effective in preventing the undesired consequence, and quantifiable in
terms of its PFOD
e Independent of the components or actions of any other IPL already
claimed for the same scenario;
¢ Independent of the occurrence of consequences of the initiating event;
and
e Auditable, by testing, documentation or review, in order to verify the
assumed effectiveness.
While the requirements seem straightforward, there are many instances where
safeguards are confused with IPLs or where IPLs are not clearly defined. A
safeguard is defined similarly to an IPL: any device, system or action that would
likely interrupt the chain of events following an initiating event. The distinction is
that its effectiveness cannot be quantified, due to lack of data or uncertainty as to
independence (2), which leads to the commonly quoted assertion that all IPLs
are safeguards, but not all safeguards are IPLs. The management or the LOPA
analyst must determine if a safeguard meets the requirements listed above, and
subsequently assign a PFOD based on either literature values or industry
experience. The CCPS has provided guidelines that give a baseline for IPL
determination, both active and passive (2). In addition, the reference provides a
range of PFODs. Another source of guidelines for PFODs is the International
Electrotechnical Commission (9). It has been the authors’ experience that the
more effort management puts forth providing a listing of acceptable IPLs and
specifying the PFODs to use, the less gray area exists for the LOPA team. This
has the benefit of providing more objectivity, of speeding up the LOPA process,
and of ensuring that the analysis follows management guidelines and not the
team’s interpretation.

(2)  Assure Proper Training
Another improvement issue discussed here is the resolve to use competent
personnel, with the appropriate training. Consider developing and then using



HIRA Subject Matter Experts (SMEs). These may be the process SMEs (such as
operations, process chemists, reliability engineers, rotating equipment
specialists), who are called upon to be part of the team. There should also be a
few SMEs who are trained to lead HIRA activities routinely, including
HAZOP/LOPA. Additionally, others with assigned HAZOP/LOPA duties would
benefit from additional training, e.g. scribe or even participant. Note, however,
that the team leader should normally come from outside the facility, independent
of the operation (1, 2).

The risk program should have dedicated personnel for managing HIRA activities,
scheduling, tracking resolutions and so forth. There may be training involved for
these personnel also. The decisions that management makes come in the form
of support of the risk program personnel and support for appropriate training.

3) Track Changes
Every facility should have implemented a system for auditing the elements which
were identified as IPLs, either through testing or inspection, and provide
maintenance or replacement as necessary. There should exist a listing of the
IPLs, including design criteria, limitations, PFODs, and initiating causes for which
they mitigate.

Suppose, as a result of a LOPA or an audit, a change to IPL definitions or PFOD
values, or a recommendation to add an IPL, occurs. These actions must be
tracked as an item for review by the organization’s safety committee:

e |If after review a change in definition of IPL or PFOD values is accepted,
this change needs to be updated in the appropriate published set of
specifications, and the IPL summary sheet needs to be updated.

e Any recommendation for additional IPLs must be evaluated in order to
reduce risk; implementation should be included in updates.

This ensures that at the next LOPA, the analyst and team have the current IPL
information and are able to apply definitions consistently.

A HAZOP/LOPA can be thought of as an audit for the facility’s risk management
program and provides a method of continuous improvement. ltems with
unacceptable risk or those procedures which conflict with management
guidelines are identified and assigned to appropriate personnel for resolution, as
action items. Most HAZOPs produce a list of items in a node generally termed
the “Parking Lot” or a “Comment Page” that records items needing further
evaluation and study, but are not necessarily entered into an action tracking
database. Management must ensure follow-up on these concerns as well, and
track all action items through to resolution.

ADDITIONAL EXAMPLES

This section of the article discusses unresolved situations observed by the
authors when facilitating integrated HAZOP with LOPA sessions. Involvement of



key personnel early on will ensure that the right questions are asked, and
answered, in order to establish the appropriate technical risk matrix for that
facility. Significant investments of time and resources made at the project front-
end result in lower time and energy expenditures and less subjectivity.

Example 1: What PFOD will the facility use for its relief valves? Literature
suggests a range from 10 — 10° (2), and the PFOD must be determined based
on that facility’s inspection, testing and maintenance program (are the valves
checked once a year or every five years?).

Example 2: Whether or not to use the BPCS (Basic Process Control System)
as an IPL is a concern, as it is a relatively weak IPL with limited testing capability.
Human error, e.g. in bypassing alarms, can increase the probability of failure.
Care must be taken to ensure that the BPCS is not associated with the initiating
event. IEC 61511 limits the combined PFOD to = 10™* for any BPCS IPL that can
be applied (9).

Example 3: Some facilities will accept a low priority alarm as an IPL, but other
facilities do not. Operator action, initiated by an alarm, is also accepted by some
facilities, which have assessed the effectiveness of that operator action and
determined that it meets the criteria required for an IPL. Human IPLs are
generally less reliable than engineering controls, but not crediting human actions
— assuming adequate documentation, training and testing — is too conservative.

Example 4: Is it possible to count multiple functions in one BPCS as separate
IPLs for a given scenario? Recall that one of the requirements for an IPL is that it
is independent of the components of any other IPL, but in some situations it is
possible. This requires independence of sensors and final elements, as well as
adequate analysis and documentation.

Example 5: If a unit that has multiple operators which can be notified of an
unsafe condition; can these each count as an IPL? Consider the case of having
an inside operator and an outside operator; in order to count them both as IPLs,
there must exist independent alarms or sensors which would signal operator
action independently.

Example 6: The size of the risk matrix must be determined, and the LOPA
matrix needs to mirror the HAZOP matrix. In one instance, the authors found that
a facility used different matrices for HAZOP and LOPA, which caused the LOPA
team to have to re-evaluate the consequences. This could have been easily
prevented with better alignment of the risk matrix philosophies.

CONCLUDING STATEMENTS



LOPA is a semi-quantitative risk analysis technique, triggered when the
gualitative assessment of a HAZOP shows the scenario to be too complex or the
consequences too severe. Facilities are increasingly integrating their HAZOP
analyses with their LOPA studies, primarily because of the many benefits: a
qualified group is already convened; study time is reduced; common databases
can link causes, consequences and safeguards; and cost savings are realized.
This article has presented three areas where experience shows the most
potential for improving the integrated LOPA with HAZOP process: management
decisions, training, and tracking changes. In addition, several examples were
presented on the types of decisions which must be agreed upon, in order to
ensure objectivity as well as to save time and effort when performing these
analyses. The integrated approach of LOPA with HAZOP can be a vital part of a
successful and robust HIRA program.

LITERATURE CITED

1. Center for Chemical Process Safety (CCPS), “Guidelines for Risk-
Based Process Safety,” American Institute for Chemical Engineers, New
York, NY (2008).

2. Center for Chemical Process Safety (CCPS), “Layer of Protection
Analysis: Simplified Process Risk Assessment,” American Institute for
Chemical Engineers, New York, NY (2001).

3. Summers, A. E., “Introduction to Layers of Protection Analysis,” J.
Hazard. Mater., 104 (1-3), pp. 163-168 (2003).

4. Dowell, A. M. and D. C. Hendershot, “Simplified Risk Analysis — Layer of
Protection Analysis (LOPA),” AIChE 2002 National Meeting, Indianapolis,
IN, Nov. 3-8, 2002.

5. Marszal, E., “Dispelling Myths about SIL Selection,”
http://www.isa.org/InTechTemplate.cfm?Section=Standards Updatel&te
mplate=/ContentManagement/ContentDisplay.cfm&ContentID=58275,
International Society of Automation, Research Triangle Park, NC.

6. Dowell, A. M., and T. R. Williams, “Layer of Protection Analysis:
Generating Scenarios Automatically from HAZOP Data,” Process Saf.
Prog., 24 (1), pp.38-44 (2005).

7. Bingham, K. and P. Goteti, “Integrating HAZOP and SIL/LOPA Analysis:
Best Practice Recommendations,” ISA 2004, Houston, TX, October 5-7,
2004.

8. Kallambettu, J., “Adopting Safety Life Cycle Activities for SIS by
Engineering, Procurement, and Construction Companies,” Safety Control
Systems Conference 2008, Calgary AB, May 28-29 2008.

9. International Electrotechnical Commission (IEC), IEC 61511
“Functional Safety: Safety-Instrumented Systems for the Process Industry
Sector, Part 1,” Geneva, Switzerland (2003).



http://www.isa.org/InTechTemplate.cfm?Section=Standards_Update1&template=/ContentManagement/ContentDisplay.cfm&ContentID=58275
http://www.isa.org/InTechTemplate.cfm?Section=Standards_Update1&template=/ContentManagement/ContentDisplay.cfm&ContentID=58275

